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Subject. The authors reveal the main groups of modern technologies that can be used to
improve the effectiveness of investigative activities, to describe the ways of their
penetration into forensic practice and to outline the value of information that can be
obtained as a result of their application. The relevance of this work is due to the fact that
scientific and technological progress affects all spheres of society, including law
enforcement, in this regard, special attention today among the professional community
deserve the issues of competent implementation of technical achievements in the practice
of detection and investigation of crimes.

The purpose of this study was to prove that the introduction of modern technologies only
after the prior enshrinement of the possibility of their use in the law, is currently irrational.
Such an approach is not conditioned by the existing rules and negatively affects the
effectiveness of investigative activities.

The methodology. The authors used the interdisciplinary approach, methods of analogy,
analysis and synthesis.

The main results. As a result of the study, four groups of technologies were identified:
complexes aimed at automation; decision support systems; means of working with
computer information; other technologies that increase the efficiency of traditional
processes. In each group, specific technologies that are most in demand in today's practice
are described. Based on this, the basic principles that can guide the introduction of new
technologies in investigative activities are formulated: the presumption of free
determination of technical means for the production of investigative actions; restriction of
human rights only by judicial authorization; autonomy of decisions of an official;
preservation of the value of information while maintaining its integrity.

Conclusions. According to the results of the conducted research it is concluded that the
reliance on the proposed principles, as well as the action by analogy with the considered
specific models will allow investigators to successfully determine how to adapt the new
technology to solve the problems of detection and investigation of crimes.

**The research was supported by the Russian Science Foundation grant No. 23-78-10011 “Conceptual and applied aspects of
developing practice-oriented digital projects of forensic significance” (https://rscf.ru/en/project/23-78-10011/).
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1. Introduction

Widespread digitization means that scientist
in the field of criminalictics today are researching a
fairly broad range of technologies in terms of their
possible application to the practice of detecting and
investigating crimes [1; 2], however, this requires a
qualified response from legislators: legal regulation
where necessary, and the introduction of
discretionary regulation where possible. It is very
important to find a balance between protecting the
rights of participants in criminal proceedings through
regulatory regulation and preserving the status of the
Criminal Procedure Code of the Russian Federation as
a law, rather than a reference book or instruction
manual [3, p. 42; 4].

The purpose of this work is to
comprehensively study some groups of modern
technologies, developing optimal models for their
implementation in criminalistic practice. To this end,
we characterized the main groups of applied or
potential  technologies; described the legal
mechanisms for their implementation; and
considered the significance that information
obtained through such technologies may acquire.

We used a general scientific dialectical
method, logical methods of analysis when
considering individual examples of technologies,
synthesis when grouping them, and analogy when
referring to models according to which already
implemented technologies are applied. The work was
based on an interdisciplinary approach, which
allowed wus to combine knowledge from
jurisprudence with achievements in computer
science.

2. Automation technologies

Today, Russia faces the pressing issue of a
shortage of personnel in the law enforcement sector,
which, given the persistently high crime rate, places a
significant burden on employees, much of which is
routine in nature. Modern investigators spend a
significant part of their working time on mechanical
operations related to the preparation and re-
preparation of documents, rather than on obtaining
and examining evidence. This problem can be solved
by introducing automated systems into the practice
of criminal investigation.

To speed up the process of drawing up

protocols of investigative actions and court hearings,
as well as expert conclusions, it is advisable to use
transcribers — systems for converting spoken language
into text [5, p. 70; 6]. Their use will allow investigators
to focus on their own actions and the behavior of other
participants, recording everything with a voice
recorder or video camera, and then not wasting time
and energy retyping what has been recorded into the
protocol. As a result, not only will the quality of the
investigative action itself improve, but energy will also
be conserved for in-depth analytical work.

Today, there are various commercial offers
for transcription systems, but they have three
significant drawbacks: 1) they are developed by foreign
companies; 2) they are distributed on a paid basis; 3)
they are aimed at the mass consumer. It is impossible
to provide all law enforcement agencies with such
systems, and their practical value is limited due to the
lack of a built-in dictionary of special legal terms,
without which the final text would require significant
editing. Even machine learning methods are not
entirely capable of recognizing legal speech, which can
be enriched with highly specialized vocabulary. We
believe that it is necessary to form a state order for the
creation of a domestic transcriber that will include
special terms. Even this single step will significantly
reduce the volume of routine work.

Focusing on the issue of legal regulation and
the significance of the information obtained, we
emphasize that the systems described do not create
new information; their use is purely instrumental (like
computers used to prepare protocols instead of pen
and paper), and therefore it is unnecessary to link their
implementation to prior regulatory approval. The same
applies to the content of the information obtained: the
text transcribed and verified by an authorized person
(investigator, expert, judge) is no different from a
regular protocol (conclusion) and therefore has the
same significance as such acts.

The next aspect is indirectly related to
automation issues and concerns the problem of
parallel document flow, when all procedural acts,
accounting materials, etc. must be kept simultaneously
in paper and electronic forms. The position of scholars
considering the prospects of a complete transition to
electronic criminal cases deserves attention [7-9].

The ongoing duplication of information,
including information that exists only within the
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system of state bodies, seems excessive. Of course,
there are still regions in Russia that lag behind global
digitalization processes, as well as individuals who
are unfamiliar with such technologies, however, we
do not propose to completely exclude paper and
copying machines from the list of mandatory
workplace components: by transferring all document
flow in criminal cases to electronic format, it is
possible to retain the option of creating paper copies
of materials equivalent to digital ones in exceptional
cases.

Here, the specifics of the information are no
different from the traditional ones existing in criminal
proceedings, and all materials stored on electronic
media acquire the same significance that paper
documents have today. However, the issue of legal
regulation is more complicated. At the end of 2023,
Article 474.2 of the Criminal Procedure Code of the
Russian Federation came into force, which allows the
circulation of procedural documents in electronic
form, but it refers to copies of such acts, from which
it follows that the documents are still initially
produced on paper. In addition, the provisions of
Articles 166, 189.1, etc. of the Criminal Procedure
Code of the Russian Federation continue to apply,
which explicitly indicate the need to sign (which
follows from the context — handwritten) protocols
and other procedural documents. In other words,
there is currently no legal possibility for a full
transition to electronic document management,
although there are no technical obstacles — if
necessary, other participants in the criminal process,
apart from the investigator, can send a request
through the GosKlyuch system to certify the accuracy
of the document. We believe that the legislator's
overly cautious position is unjustified and that it is
necessary to intensify the transition to electronic
document management, eliminating the duplication
of all acts.

The next task that can be automated is the
analysis of large amounts of information. In this area,
video cameras with automatic recording of offences
and built-in image recognition functions have already
become quite widespread [10]. They make it possible
to search for stolen cars, locate wanted persons,
identify individuals committing offenses, etc.

Despite the lack of a specific provision for
their use in criminal proceedings, it has been noted
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that the use of video surveillance cameras, including
those with automatic image recognition systems,
significantly increases the effectiveness of crime
detection and investigation [11]. In other words,
practice recognizes the admissibility of using these
technical means without their direct regulation in
special acts. However, an ambiguous situation arises
when determining the significance of the information
obtained. On the one hand, photo and video
recordings themselves may have evidentiary value, as
they are included in the group of other documents.
Thus, if a video camera captured a criminally
punishable traffic accident, this recording may form
the basis for the driver's indictment; or a camera
recording of a person being in a certain place at a
certain time may serve as evidence of their alibi.
However, the practical situations described above
contradict Part 1, 2 of Article 16 of Federal Law No.
152-FZ of July 27, 2006, «On Personal Data», which
establishes a general rule prohibiting the adoption of
legally significant decisions based solely on the
automated processing of personal data and introduces
an exception in the form of direct regulation of the
opposite in a special law. While the question of
whether a vehicle registration number constitutes
personal data is highly ambiguous, an image of a
person legally has the status of biometric personal
data. In this regard, it should be concluded that the
direct use of evidence obtained from a video
surveillance camera equipped with computer vision
technology is inadmissible until such a possibility is
expressly stipulated in the Criminal Procedure Code of
the Russian Federation.

Another aspect of automation is related to
the functional capabilities of office suites included in
the basic software package. For example, when
working with text files, the process of finding data of
interest to the investigation can be accelerated by
searching for keywords. These functions are
implemented in various expert systems in a slightly
more complex manner. In the first case, no separate
sanctions for the use of automation systems by the
state or the head of a law enforcement agency are
required, nor are there any questions regarding the
role of the information obtained, since these systems
are ordinary technical means that act in the same way
as a magnifying glass, which simplifies the detection of
certain objects. No new information appears; the
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investigator works with the information already at his
disposal.

The situation is somewhat more
complicated with expert systems, which should be
considered in the next group of technologies.

3. Decision support systems

The essence of all components in this group
boils down to analyzing a specific data set to provide
an answer to a specific question posed by the user,
which will form the basis for a human decision,
including a legally significant one.

Thus, automated expert analytical systems
not only facilitate the analysis of large amounts of
information, but are also capable of taking on
individual expert tasks (determining whether two
signatures were made by one or different persons
[12, pp. 70-72], identifying the make and model of
the weapon from which a shot was fired).

The widespread use of such systems carries
the risk of discrediting forensic activities, since the
investigation is actually carried out not by an expert,
but by a machine system. From the perspective of
current criminal law, this is unacceptable, since all
such automated systems, functioning on the basis of
artificial intelligence technology, are characterized by
the «black box» phenomenon [13], which does not
allow the entire process to be traced, and therefore
makes it impossible to reproduce the examination
procedure step by step in order to verify the final
conclusion.

Thus, the use of expert analytical systems
should be limited based on the following principles:

1) The preservation in expert practice of
«non-intelligent»  automated systems, whose
decision-making process is obvious and reproducible
in manual mode, as well as semi-automated systems,
where the algorithm only performs preliminary
processing of raw data. For example, in the «Author»
system developed by A. Yu. Komissarov, the
frequency of occurrence of certain linguistic
categories in the texts presented is established, after
which the data obtained is subjected to statistical
analysis, based on the results of which the expert
independently decides whether both texts were
written by the same person [14, pp. 167-172].

2) Limit the scope of application of analytical

decision support systems are aimed at people who do
not have special knowledge and help determine the
advisability of appointing a specialized expert
examination. This is precisely the approach
implemented in the SigVer system for verifying forged
handwritten signatures. It is expected that an
investigator who suspects that a document is not
authentic will upload images of a verified original and
disputed signatures into the program, which will
determine the probability that the disputed signature
is forged. If the quantitative indicators of this
probability are high enough, the investigator will order
a handwriting analysis; otherwise, they will be able to
accept the document as authentic.

3) Design the interface of automated systems
in such a way that their output minimally restricts
human freedom in decision-making. The systems in
question should advise, but not replace, human
decision-making. For the SigVer system mentioned
above, it has been experimentally established that the
greatest independence of the user's decision is
achieved when the result of the program's work is
presented in the form of a gradient color scale, where
bright green means that the disputed signature is
reliably authentic, and bright red means that it is
reliably fake [15, pp. 47-48].

In summary, we emphasize that the results of
automated decision support systems should only be
used as a guide, as another source of information from
which the authorized person draws their own
conclusions. At the same time, if such systems are
introduced into expert practice, they must be
enshrined in the relevant certified methodological
recommendations, whereas, in our opinion, their use
by other entities does not require any authorization.

4. Electronic information processing technologies

The rapid pace of universal digitalization is
leading to constant growth, including increased
internal diversity, in the group of technologies
designed to work with information stored in electronic
form [16].

It is necessary to consider various software
and hardware modules designed to access this type of
information (Mobile Criminalist, Celebrite UFED, etc.).
They are often used by criminal investigators or other
specialists invited to seize electronic media as part of
investigative activities, or by experts in the process of

complexe]s:l'g) pre-expert verification. In this case,
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forensic examination. In this regard, it is necessary
that these systems be certified, comply with all
technical regulations and quality standards, and be
developed in Russia on domestic platforms. At the
same time, there is no need for any special rules that
would directly establish the right of an authorized
entity to use a particular technical means from this
category, just as the Criminal Procedure Code of the
Russian Federation does not contain rules on what
tools an investigator may use if necessary to open a
safe during a search.

In terms of determining the significance of
the information obtained, we emphasize that,
provided all the rules for working with electronic
media are followed, there is no distortion or other
modification of the data, and the procedural role of
the data that was inherent to it from the outset is
preserved. It is important to note that the
information obtained will only be meaningful if no
errors have been made that could lead to the
modification or loss of information. However,
investigators today generally do not have sufficient
expertise in this area and must seek the help of
specialists or experts.

After gaining access to the information
stored on the electronic medium, the task is to
detect, seize, and examine criminally significant
materials. In some cases, the investigator can do this
himself during the inspection, but this only allows for
the processing of explicit information and does not
require the use of specific technological solutions. A
more in-depth study of objects, allowing the
detection of encrypted information, hidden
communication channels, system logs, etc., is located
in the sphere of separate subtypes of computer-
technical expertise.

The study of computer information can also
be carried out by the investigator to solve other tasks
not related to the seized electronic media. As already
mentioned, digitalization has become widespread.
One of the consequences of this has been the
aggregation of large amounts of various information
about individuals on the Internet. A significant
amount of this information is posted by users
themselves on their own initiative, while some of it
becomes publicly available as a result of
unintentional human actions or illegal breaches of
the confidentiality of various electronic databases.
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All this information can be obtained using
specialized OSINT software services through dorks
(optimized search engine queries), bots in messengers,
or independent software (the latter is more common
for Linux-based operating systems). This area has
attracted considerable attention from criminalists in
recent years [17-20], and its admissibility is assessed
ambiguously. However, it seems that in this case there
is no reason to talk about a violation of citizens' rights
to personal and family privacy, since all the
information that can be accessed by a criminal
investigator is already in the public domain, and the
aforementioned and many other specialized services
are only focused on its detection and systematization.

However, in modern conditions, information
obtained through OSINT must be approached with
caution, since deepfakes — distorted photos, video
images, and audio recordings of real people's voices —
are becoming widespread. Various organizations and
research teams are creating deepfake recognition
systems [21], but their use is currently only possible in
the context of expert research. There is a risk that
investigators will discover false information that will
influence their decisions. In any case, information
collected through OSINT, even if this technology does
not require special regulatory approval, can only be
used as a guide and, for example, to study the
personality of the person being questioned as part of
preliminary preparation for investigative actions.

5. Other technologies

Firstly, drones (unmanned aerial vehicles)
deserve attention, as they allow for the photographing
of extended (e.g., corpses) and large-scale (e.g., motor
vehicle or railway accident sites) objects without
distortion and without the need for large-scale lifting
equipment. They can be used to inspect and record
crime scenes where it is unsafe for humans to be
present (fire sites, explosion sites), as well as directly
dangerous objects. At the same time, drones are just
modified photo and video cameras, so there is no need
to separately establish their applicability in the practice
of solving and investigating crimes, and the
information obtained can have evidentiary value when
attached to the protocol in the form of an illustrative
table.

Secondly, continuing the theme of
photographic recording, stereo cameras with a 360°
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coverage function have significant potential [22, p.
34]. Such devices can be installed in the center of the
site of the upcoming investigative action, as well as in
the projection of this point above the ground (using a
drone or fixed to the ceiling), thereby capturing in a
single frame the entire space that potentially
contains criminally significant information.
Subsequent examination of such photographs
increases the chance of discovering important details
that may have been overlooked during fieldwork,
which, on the one hand, can minimize the negative
consequences of investigative errors and, on the
other hand, provide greater clarity of the situation
for other participants in the criminal process (mainly
the court). The legal regime for the use of such
cameras and the significance of the images obtained
are similar to those of drones.

Finally, the last technology that we would
like to focus on in this study is based on the fact that
almost everyone has a smartphone. The use of
mobile reference systems is very useful in terms of
improving the effectiveness of investigative activities.
The authors of this work have created a mobile
application called «CrimLib — Investigator's Reference
book», which contains brief criminalistic and forensic
recommendations and algorithms for examining and
describing various objects; organizing investigations;
appointing experts; interrogating suspects on various
criminal charges; etc. This reference book and similar
projects [23] can be used by novice investigators to
minimize errors in their work. At the same time,
mobile phones are now ubiquitous, do not take up
much space, and are lightweight, while electronic
services support regular updates by qualified industry
representatives. This gives mobile reference guides
an advantage over paper books or Internet
resources.

6. Conclusion

Of course, our review is far from exhaustive
in terms of the new technological tools that can assist
investigators, but based on the above, we can
formulate general principles for the use of modern
sources of evidence and guidance in criminal
investigation.

1) Guided by their own sense of justice,
investigators should be guided by the provisions of

of the Russian Federation, which establishes their right
to freely use technical means in the course of
investigative actions, notifying other participants of
this and reflecting this fact in the protocol.

2) If the use of any technology may restrict
the legal rights and freedoms of a person, but the
investigative action does not imply such a possibility (is
carried out without court approval), then the use of
the specified technology is unacceptable.

3) All decisions of the investigator, especially
those of legal significance, must be independent in
nature; their replacement by the results of an
information system is unacceptable.

4) If the use of technology does not lead to
the modernization, distortion, or other essential
transformation of the original information, then its
significance in the process of proving should not
change; otherwise, its use is permissible only as a
guide.

At the same time, for each technology in different
investigative situations, a unique assessment of the
possibility of its use, the limits and significance of such
use must be made. Science can only prepare
recommendations that will never take into account the
full diversity of life situations. However, relying on the
examples considered and acting by analogy can
significantly help individual investigators in adapting to
the processes of digitalization.

Part 6 off]r-'gcle 164 of the Criminal Procedure Code
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