THE LAW ENFORCEMENT BY PUBLIC AUTHORITIES

DOI 10.52468/2542-1514.2023.7(1).25-32

@)oo

THE IMPACT OF DIGITAL TRANSFORMATION ON THE CONSTITUTIONAL
AND LEGAL FOUNDATIONS OF THE RUSSIAN FEDERATION

Alexander N. Kostyukov, Tatyana S. Cherepanova
Dostoevsky Omsk State University, Omsk, Russia

Article info
Received —

2022 September 28
Accepted —

2023 January 10
Available online —
2023 March 20

Keywords

Digital transformation, digital
state, foundations of the
constitutional system,
transformation of constitutional
principles, the right to access the
Internet, digital profile, the
principle of the digital state,
information society

The subject. The impact of digital transformation on the foundations of the constitutional
system, namely the possibility of its influence on their form, content and implementation
system, has been studied in this article. The authors put forward a hypothesis about the
formation of the principle of the digital state, which underlies the interaction of society and
the state in the conditions of building a digital economy in Russia. Active implementation
of this principle was observed during the COVID-19 pandemic. Also, the factors that can give
an obvious and non-obvious impetus to the transformation of the constitutional identity of
the foundations of the constitutional system are identified.

The main functions of the constitutional principles are to preserve the stability of the foun-
dations of the constitutional system and constitutional identity. We believe that modern
legal science needs to comprehend the formation of new principles of interaction between
society and public authorities, under the influence of digital technologies.
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1. Introduction

A new round of historical development has
begun in the world, which marked itself as the
fourth industrial revolution. Meeting 2019, no one
in the world could have imagined that by 2022 IT
specialists would become the most in demand in
the world. No public service (medical, educational,
law enforcement, tax, notary, etc.) can be provided
at a high level without the use of information and
communication technologies. The pandemic of the
COVID-19 coronavirus infection was the impetus
for an instant, forced transition to a new principle
of interaction between a person, a state body, a
public authority, and society. In order to reduce
the spread of viral infection, a number of state
authorities, state bodies, educational and medical
institutions, by Decree of the President of the
Russian Federation® and on the basis of the Federal
Law of the Russian Federation?, have gone to
remote mode of operation — hereinafter Remote.
The spheres of private business and individual
entrepreneurial activity were also not left aside.
Russia has not become a pioneer in this direction,
the remote will cover the whole world, as well as
the pandemic. Within the framework of our
research, we will name the principle underlying the
implementation of electronic remote interaction of
public authorities with a person and society, the
principle of the digital state.

The purpose of the research in our work is
to study the influence of the principle of the digital
state on the constitutional and legal foundations of
the Russian Federation. The object of the study
was changes in the content of legal regulation of
public relations under the influence of
digitalization. The goal predetermined the tasks of
the researcher:

! Decree of the President of the Russian Federation No.
595 dated 10/20/2021 "On the establishment of non-
working days in the Territory of the Russian Federation
in October - November 2021". Official Internet Portal of
Legal Information http://pravo.gov.ru, 08.12.2020

2 Federal Law No. 407-FZ of December 8, 2020 "On
Amendments to the Labor Code of the Russian
Federation regarding the Regulation of Remote (Remote)
Work and Temporary Transfer of an Employee to
Remote (Remote) Work on the Initiative of the Employer
in Exceptional Cases"

- analyze the impact of
transformation on the constitutional and
foundations of the Russian Federation;

- to determine the legal nature of the
principle of the digital state as the basis of the
constitutional system of Russia;

Private-scientific, formal-legal, comparative-
legal methods were used to conduct in-depth study,
analysis and comparison of empirical, practical,
theoretical and scientific materials.

2. The Impact of digital Transformation on
the Constitutional and Legal foundations of the
Russian Federation

The constitutional and legal foundations of
the Russian Federation are the constitution in the
constitution, since Chapters 1,2,9 of the Constitution
of the Russian Federation are not subject to revision
by the Federal Assembly of our country. This feature
characterizes the strict procedure for changing the
normative legal act, which has the highest legal
force in the national legal system of Russia. From
the point of view of objective reality, de jure digital
transformation cannot change the foundations of
the constitutional system of Russia, but de facto the
foundations of the constitutional system are
undergoing a change in the form and procedure of
their implementation and, without reasonable
modification, are stagnating the development of
public relations, preserve the development of
interaction in all spheres of society and public
authorities.

According to Bleshchik A.V., Kalinina E.G.,
Nesmeyanova S.E., there are several types of
transformation of constitutional identity, within the
framework of our study, a sudden transformation is
interesting - it is, as a general rule, a response of
identity to some factors, obvious and non-obvious
[1, pp.85-100]. The coronavirus pandemic is a direct
and obvious factor. The spread of the Internet and

digital
legal

digitalization are delayed, being non-obvious
factors.

Meanwhile, information and digital
technologies are changing the fundamental

principles underlying the formation of a dialogue
between society and the authorities. The text of the
Constitution of the Russian Federation does not
contain the concept of "information and digital
space (cyberspace)", but every day millions of
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people with stable legal ties with various states,
including Russia, enter into legal relations,
including constitutional ones in it. In the science of
constitutional law, there is no unified point of view
on the content of constitutional legal relations, the

foundations of the constitutional system, and
constitutional principles.

Kozlova E.I. and Kutafin O.E. suggest
understanding  the  foundations of the

constitutional system of the Russian Federation as
the foundations of the state, its basic principles
that ensure the character of the constitutional
state for Russia [2, p.125]. Zakharov A.L. believes
that principles can be both basic ideas and norms
of law [3, pp. 58-62]. The position of Nevinsky V.V.
seems to be the most multilateral, in his opinion,
the principles can be considered in three
categories:

1. The system of scientific ideas, teachings,
doctrines.

2. The main goals of the development of
society and the state.

3. Legal categories enshrined in the Basic
Law of the State [4, p. 9-14].

Within the framework of our research,
under constitutional legal relations we will define
social relations regulated by the Constitution of the
Russian Federation in the field of the foundations
of the constitutional system, the legal status of the
individual, the federal structure and organization
of the system of public authorities, and under the
foundations of the constitutional system, the main
goals of the development of society and the state
are scientifically justified. The very legal nature of
constitutional legal relations, which includes
private and public principles, affects the
fundamental values for society and the state.

Mosin S. A. describes the triune beginning
of the basic properties of constitutional principles:
axiomaticity, presumption and fictitiousness
through the prism of which constitutional goals are
achieved and values are preserved [5, pp.126-136].

At the current stage of development of
Russian society, a course has been taken to build
an "information society", the main values of which
are information and knowledge. The latter, in turn,
are drawn if there is access:

- to the information and digital space based
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on the worldwide system (network) of transmission
and storage of information "Internet";

- to digital and computer technologies.

Among the new constitutional values, we
will single out: access to the Internet as one of the
basic human rights. France and Estonia have
experience of securing such a right as the main one
[6, pp. 61-63].

Thus, in order to feel like a full-fledged
member of society with information and knowledge,
it is necessary to spend financial resources to
purchase these capacities. Automatically, the
realization of human and civil rights and freedoms,
such as the right to education, the right to freely
seek, receive, transmit, produce and disseminate
information stumbles on the availability of financial
capabilities of a citizen. Separately, we will pay
attention to the right to work in conditions that
meet the requirements of safety and hygiene.
Today's job responsibilities in the vast majority of
professions and qualifications are inextricably linked
with the daily minute-by-minute activity of a person
at a computer, which in turn adversely affects his
physical and mental health. So, the information and
digital space is becoming a new sphere of human
existence and an object of legal influence.

According to N.S. Bondar, the information
and digital space (cyberspace) forms new principles
of the relationship of public authorities with man
and society [7, p. 30]. As part of our research, we
will call one of them the "principle of the digital
state". It has not found its direct reflection in the
Constitution of the Russian Federation and the
constitutions of foreign states. Nevertheless, the
current development goals of Russian and foreign
societies require legal regulation of this
phenomenon.

The introduction of an electronic voting
system has obviously led to the transformation of
democracy into electronic democracy, as a result,
electronic elections become the highest and most
direct expression of the power of the people.

We will focus separately on the concept of
state sovereignty. The sovereignty of the Russian
Federation extends to its entire territory. The
Constitution of the Russian Federation and Federal
laws have supremacy throughout the territory of our
country (Article 4). Nevertheless, the information
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and digital space (cyberspace) has the property of
extraterritoriality. Sovereignty in cyberspace is a
topic for a separate study. The basis for the
implementation of the "principle of the digital
state" in this case will be the principle of extending
sovereignty and unity of state integrity to the
Russian segment of the Internet — Runet [6, pp.61-
63].

It is worth noting that in the conditions of
building a digital economy in Russia, digital
transformation inevitably overwhelmed the change
in the principles of unity of economic space, free
movement of goods and services, freedom of
competition — more precisely, expanded the scope
of their legal regulation. Economic activity is now
carried out, including in Runet.

3. The legal nature of the constitutional and legal
foundations of the digital state

Malyugin S.V. in his research "The category
of "legal nature": the concept, determinants, main
characteristics and approaches to definition" [8,
pp. 46-58] suggests understanding the legal nature
as a set of permanent, essential characteristics of a
legal object manifested in the process of its
cognition, allowing to determine the semantic
meaning of a legal phenomenon, as well as to
establish affiliation a legal fact is a hypothesis of a
rule of law or other object related to law, the
corresponding legal category. This section s
devoted to the study of the content of the principle
of the digital state, which allows us to describe the
semantic significance of this legal phenomenon for
the development of society and the state in Russia.
So, under the influence of foreign economic and
international processes in the conditions of a
pandemic all over the world, communications
between citizens, public authorities, between state
institutions and citizens were formed with the help
of information and communication and digital
technologies. Of course, many people in Russia
received the provision of public services with the
help of ICT even before the pandemic, without
leaving home, by registering on the website "Public
Services". Nevertheless, in the context of the
spread of the deadly COVID-19 virus, a number of
state bodies and public authorities have legally
moved to the implementation of their individual
powers exclusively with the help of digital

technologies®. The concepts of electronic sick leave,
electronic work record, QR code - as a certificate of
vaccination have firmly entered our lives. The
guarantee of accessibility and free of charge of basic
general and secondary vocational education in state
and municipal educational institutions becomes
conditional, since it is implemented only when it is
possible to get remote access to paid digital
interaction with a teacher.

Such changes have divided society in Russia
into supporters and opponents of digitalization.
Very often, antipathy to the term "digit" is caused
by:

- religious beliefs of citizens;

- fear of the past about assigning numbers
instead of full names to prisoners of concentration
camps of nazi Germany;

- the historical memory of the totalitarian
political regime with its control of all spheres of
society;

- distrust of
authorities.

An integral part of the foundations of the
constitutional system of the Russian Federation is a
set of characteristics of the state. Article 1 of the
Constitution of Russia establishes that the Russian
Federation is a democratic, federal, rule-of-law state
with a republican form of government. Article 7 also
characterizes the State as social, and article 14 as
secular. The "principle of the digital state" is based
on building a dialogue between public authorities
and the people in the implementation of universally
recognized human and civil rights and freedoms
through information and communication, digital
technologies. When implementing this principle, the
state guarantees the protection of personal data
and free access to the Internet. Personal data of
citizens become the object of law and the content of
the unified federal information register . A new
concept has been introduced into legal practice —

representatives of public

3 Resolution of the Presidium of the Supreme Court of the
Russian Federation, the Presidium of the Council of
Judges of the Russian Federation of 08.04.2020 N 821 (ed.
of 29.04.2020) "On the suspension of personal reception
of citizens in courts”. On the activities since May 12,
2020, see the Letter of the Judicial Department at the
Supreme Court of the Russian Federation dated
07.05.2020 N SD-AG/667
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"digital profile". We agree with the opinion of E. V.
Vinogradova, she writes about the lack of a
targeted and qualitative nature of the formation of
a set of data included by the legislator in the
concept of "digital profile" [9, pp. 5-19]. In our
opinion, the relationship between the digital and
legal status of an individual requires
understanding®.

Democracy in a digital state is taking on a
new form - digital democracy: the formation of
public authorities through electronic elections.
Information in a digital state becomes the main
resource, the source of power. Digital document
circulation displaces paper, becomes the basis for
securing, confirming, and realizing the fundamental
rights and freedoms of man and citizen using an
electronic digital signature (smart contract,
electronic sick leave, electronic work book, etc.).
The right to access the Internet becomes the basis
for the exercise of the power of the people, the
realization of the constitutional rights and
freedoms of man and citizen. The monetary unit
takes on a digital form: digital financial assets,
digital currency, digital ruble®. The free movement
of goods and services and information in
cyberspace is part of a developed digital economy.
New qualities and properties of political decision-
making appear in an automated mode, sometimes
without human participation. State bodies become
the coordinators of the development of online
services that meet the needs of citizens.

4. Conclusions

Under the influence of digital
transformation,  constitutional and legal
foundations become not only a tool providing
guarantees of social existence, but also an object
of digitalization, as a result of which they

* Federal Law No. 168-FZ of 08.06.2020 "On the
Unified Federal Information Register containing
information about the population of the Russian
Federation". Official Internet Portal of Legal Information
http://www.pravo.gov.ru , 08.06.2020

® Federal Law No. 259-FZ of 31.07.2020 (as amended on
14.07.2022) "On Digital Financial Assets, Digital
Currency and on Amendments to Certain Legislative
Acts of the Russian Federation" (with amendments and
additions, intro. effective from 01.12.2022). Official
Internet portal of legal information http://pravo.gov.ru ,
31.07.2020
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undergo a change in the form, content and

system of their implementation. There is a
simplification of formal procedures for the
implementation of constitutional rights and

freedoms of man and citizen, based on the right
to access the Internet as a basic human right in
the modern information society, ensuring the
implementation of the "principle of the digital
state". The main condition for overcoming
stagnation in the development of the digital state
and the information society is a state guarantee
that ensures every citizen the realization of the
right to access information on the Internet.



MpaBonpumeHeHue
2023.T.7,Ne 1. C. 25-32

ISSN 2542-1514 (Print)

REFERENCES

1. Bleshchik A.V., Kalinina E.G., Nesmeyanova S.E. Transformation of constitutional identity due to contempo-
rary challenges. Pravoprimenenie = Law Enforcement Review, 2021, vol. 5, no. 3, pp. 87-100. DOI: 10.52468/2542-
1514.2021.5(3).87-100. (In Russ.).

2. Avakyan S.A. The information space of knowledge, digital world and constitutional law. Konstitutsionnoe i
munitsipal’'noe pravo = Constitutional and Municipal Law, 2019, no. 7, pp. 23-28. (In Russ.).

3. Bobrova N.A. Digitalization: pros and cons. Konstitutsionnoe i munitsipal’noe pravo = Constitutional and Mu-
nicipal Law, 2019, no. 10, pp. 23-25. (In Russ.).

4. Shakhrai S.M. Digital Constitution: Fundamental Rights and Freedoms of an Individual in a Totally Informa-
tional Society. Herald of the Russian Academy of Sciences, 2018, vol. 88, no. 6, pp. 441-447. DOI: 10.1134/
$1019331618060126.

5. Bezrukov A.V., Teplyashin I.V. The modern model of constitutional law: the contours of the formation. Zhur-
nal rossiiskogo prava = Journal of Russian Law, 2021, no. 1, pp. 77-88. DOI: 10.12737/jrl.2021.008. (In Russ.).

6. Bochkov A.A. Modern state and law in the digital reality. Pravo. Ekonomika. Psikhologiya = Law. Economy.
Psychology, 2019, no. 1 (13), pp. 3-9. (In Russ.).

7. Umnova-Konyukhova I.A., Lovtsova D.A. (eds.). State and law in the new digital reality, Monograph. Moscow,
INION RAS Publ., 2020. 259 p. (In Russ.).

8. Kirichek E.V. Information and digital sphere of public life: a view through the prism of constitutional and
legal reality. Trudy Akademii upravieniya MVD Rossii = Proceedings of the Management Academy of the Ministry of
Interior of Russia, 2020, no. 4 (56), pp. 23-29. (In Russ.).

9. Kirichek E.V. Digitalization in the constitutional and legal dimension. Vestnik Vostochno-Sibirskogo instituta
MVD Rossii = Vestnik of the East Siberian institute of the Ministry of Internal Affairs of the Russian Federation, 2020,
no. 4 (95), pp. 29—40. DOI: 10.24411/2312-3184-2020-10078. (In Russ.).

10. Kirichek E.V. Digitalization of constitutional-legal and socio-political life of modern Russia: positive and neg-
ative aspects. Yuridicheskaya nauka i pravookhranitel’naya praktika = Legal science and law enforcement practice,
2020, no. 3 (53), pp. 33-40. (In Russ.).

11. Fedorova P.A. Globalization and Its Influence on Law. Yurist = Jurist, 2020, no. 10, pp. 12-17. DOI:
10.18572/1812-3929-2020-10-12-17. (InRuss.).

12. Saurin A.A. Digitization as a law transforming factor. Konstitutsionnoe i munitsipal'noe pravo = Constitu-
tional and Municipal Law, 2019, no. 8, pp. 26—31. (In Russ.).

13. Kozlova E.I., Kutafin O.E. Constitutional law of Russia, Textbook, 3rd ed. Moscow, Yurist Publ., 2022. 585 p.
(In Russ.).

14. Zakharov A.L., Zakharova K.S., Revina S.N. Principles of law. Samara, Ofort Publ., 2010. 598 p. (In Russ.).

15. Nevinsky V.V. Fundamentals of the constitutional system of the Russian Federation as a system of consti-
tutional principles. Rossiiskii yuridicheskii zhurnal = Russian juridical journal, 2004, no. 1 (41), pp. 9—14. (In Russ.)

16. Mosin S.A. Properties of constitutional principles. Pravoprimenenie = Law Enforcement Review, 2021, vol. 5,
no. 3, pp. 126-136. DOI: 10.52468/2542-1514.2021.5(3).126-136. (In Russ.).

17. Lungu E.V. Trends in the development of constitutional legal relations in the light of the transition to digital
state. Rossiiskaya yustitsiya, 2020, no. 2, pp. 61-63. (In Russ.).

18. Kirillova E.A., Zulfugarzade T.E., Metelev S.E. The institution of digital rights in Russian civil law. Pravoprime-
nenie = Law Enforcement Review, 2022, vol. 6, no. 1, pp. 245-256. DOI: 10.52468/2542-1514.2022.6(1).245-256. (In
Russ.).

19. Lipen S.V. Laws on normative legal acts of the cis countries —indicators of informatization and digitalization
processes in the legislation system. Aktual'nye problemy rossiiskogo prava = Actual Problems of Russian Law, 2019,
no. 8, pp. 22-33. DOI: 10.17803/1994-1471.2019.105.8.022-033. (In Russ.).

20. Ovchinnikov A.l. Digital Leviathan and human rights: risks of innovations in law and public administration.
Yuridicheskaya tekhnika = Juridical Techniques, 2021, no. 15, pp. 227-229. (In Russ.).

21. Bondar N.S. Information and digital space in the constitutional dimension: from the practice of the Consti-
tutional Court of the Russian Federation. Zhurnal rossiiskogo prava = Journal of Russian Law, 2019, no. 11, pp. 25—
42. (In Russ.).

22. Shakhnazarov B.A. Territorial Principle of Intellectual Property Protection and the Effect of State Sover-

Law Enforcement Review
2023, vol. 7, no. 1, pp. 25-32



MpaBonpumeHeHne
2023.T.7,Ne 1. C. 25-32

ISSN 2658-4050 (Online)
eignty in the Digital Space. Lex russica, 2018, no. 12, pp. 132-144. DOI: 10.17803/1729-5920.2018.145.12.132-144,

(In Russ.).

23. Tsindeliani I.A. (ed.). Financial law in the conditions of digital economy development, Monograph. Moscow,
Prospekt Publ., 2019. 320 p. (In Russ.).

24. Malyugin S.V. A category of legal nature in jurisprudence: the notion, determinants, key features, and ap-
proaches to understanding. Rossiiskii yuridicheskii zhurnal = Russian juridical journal, 2016, no. 3 (108), pp. 46—-58.
(In Russ.).

25. Vinogradova E.V., Polyakova T.A., Minbaleev A.V. Digital profile: the concept, regulatory mechanisms and
enforcement problems. Pravoprimenenie = Law Enforcement Review, 2021, vol. 5, no. 4, pp. 5-19. DOI:
10.52468/2542-1514.2021.5(4).5-19. (In Russ.).

26. Kravets I.A. Informational and digital constitutionalism and constitutional public initiatives in conditions of
the Russian legal framework. Konstitutsionnoe i munitsipal'noe pravo = Constitutional and Municipal Law, 2020,
no. 9, pp. 9-15. (In Russ.).

27. Balayan E. The Impact of Globalisation on the Constitutional Regulation of Human Rights. BRICS Law Jour-
nal, 2021, vol. 8, no. 1, pp. 63—85. DOI: 10.21684/2412-2343-2021-8-1-63-85.

28. Kharitonova Yu., Sannikova L. Digital Platforms in China and Europe: Legal Challenges. BRICS Law Journal,
2021, vol. 8, no. 3, pp. 121-147. DOI: 10.21684/2412-2343-2021-8-3-121-147.

29. Vasilevich G.A., Ostapovich I.Yu., Kalinina E.G. Coronavirus pandemic as a reason for limitation of human
rights and freedoms. Pravoprimenenie = Law Enforcement Review, 2021, vol. 5, no. 2, pp. 62-76. DOI: 10.52468/
2542-1514.2021.5(2).62-76. (InRuss.).

30. Laptev V.A., Chucha S.Yu., Feyzrakhmanova D.R. Digital transformation of modern corporation manage-
ment tools: the current state and development paths. Pravoprimenenie = Law Enforcement Review, 2022, vol. 6,
no. 1, pp. 229-244. DOI: 10.52468/2542-1514.2022.6(1).229-244. (In Russ.).

INFORMATION ABOUT AUTHORS
Alexander N. Kostyukov — Doctor of Law, Professor,
Honoured Lawyer of the Russian Federation; Head,
Department of State and Municipal Law
Dostoevsky Omsk State University
55a, Mira pr., Omsk, 644077, Russia
E-mail: omsk.post@gmail.com
RSCI SPIN-code: 1428-1209; AuthorID: 353695

Tatyana S. Cherepanova — 3rd year postgraduate
student, Faculty of Law

Dostoevsky Omsk State University

55a, Mira pr., Omsk, 644077, Russia

E-mail: tata.nk@yandex.ru

RSCI SPIN-code: 8665-3050

BIBLIOGRAPHIC DESCRIPTION
Kostyukov A.N., Cherepanova T.S. The impact of digi-
tal transformation on the constitutional and legal
foundations of the Russian Federation. Pravoprime-
nenie = Law Enforcement Review, 2023, vol. 7, no. 1,
pp. 25-32.DO0I: 10.52468/2542-1514.2023.7(1).25-
32. (In Russ.).

Law Enforcement Review
2023, vol. 7, no. 1, pp. 25-32


mailto:omsk.post@gmail.com
mailto:tata.nk@yandex.ru

	THE IMPACT OF DIGITAL TRANSFORMATION ON THE CONSTITUTIONAL AND LEGAL FOUNDATIONS OF THE RUSSIAN FEDERATION
	Dostoevsky Omsk State University, Omsk, Russia
	REFERENCES

	INFORMATION ABOUT AUTHORS
	BIBLIOGRAPHIC DESCRIPTION

