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The subject of the article is the provisions of the legislation of the Russian Federation aimed at 
ensuring the sexual inviolability of a minor. 
The object of the research is the relations connected with ensuring the sexual inviolability of 

minors. 
The Internet serves as an additional tool that facilitates access to minors, their social pages, the 

impact on the psyche of minors, and the involvement of children in destructive groups. 
However, not all articles establishing criminal liability for violation of the sexual inviolability of 
children contain a qualifying feature - this is the use of the Network in the implementa- tion of 
such activities. Thus, Art. 135 of the Criminal Code of the Russian Federation, which establishes 
criminal liability for committing indecent acts against minors, does not contain a qualifying 

feature - the commission of a crime through the use of the Internet. 
The organization of Internet relations on the Web is carried out by various Internet provid- ers, 
whose activities are connected both with organizing the communications of network users 

and with ensuring the circulation of information on the Internet. Based on these the- ses, the 
article provides answers to such questions as can acts were committed with the help of 
Internet technologies to be qualified under Art. 135 of the Criminal Code of the Russian 
Federation, is the use of Internet technologies by ISPs effective as a tool to combat crimes 

against the sexual integrity of minors carried out using the Web, and what legal and technical 
instruments will ensure the sexual integrity of children? 
The study showed that the norms of the Criminal Law aimed at preventing crimes related to 
the sexual inviolability of minors are also applicable to acts committed using the Internet. In 

accordance with the legislation of the Russian Federation, violence can take the form of 
physical or mental impact on a person, carried out through the Internet. Regarding the pos- 
sibility of committing indecent acts on the Web, it can also be concluded that such acts can be 
recognized as depraved, despite the absence of direct physical contact with the body of the 

victim. 
States use various methods for determining the content, recognizing images distributed on the 
Web.  The  most  commonly  used technological  tool  is the  information  monitoring 

method. However, the obligation to use this method, both in Russia and in European coun- 

tries, is not provided for all types of hosting providers. 
In connection with the analysis of Russian legislation, we can conclude that the possibilities of 
such hosting providers as the owners of audiovisual services and news aggregators in the field of 
information monitoring remained unused. Thus, the Federal Law “On Information, 
Information Technologies and Information Protection” does not contain requirements for the 
owners of audiovisual services and news aggregators to conduct mandatory monitoring of 
information distributed on Internet platforms. 
The use of content filtering technology cannot be considered a panacea, but its mandatory use 
by various hosting providers will reduce the likelihood of distributing prohibited infor- mation. 
The requirement for the owners of social networks to monitor content by their users, de- 
fined by the Federal Law “On Information, Information Technologies, and Information Pro- 
tection”, is only the first step taken towards reducing the volume of prohibited content 
posted on the Web. However, the requirements for the use of image and text recognition 
technologies by Internet providers remained outside. 
The article used the methods and techniques of formal logic - this is analysis and synthesis, 
analogy, comparison, hypothesis, proof in order to determine assumptions and find an- 
swers to the questions posed in the article. 
The study and comparative analysis of the practice of ensuring the safety of children from 
information posted on the Web, reflected in foreign studies, demonstrating possible solu- 
tions, made it possible to compare Russian experience with the experience of foreign col- 
leagues and draw conclusions about approaches to solving the problems. 

The methods of forecasting and modeling are used for formulating possible ways to develop 
regulation and eliminate gaps in Russian legislation.
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1. Introduction 
Crimes against the sexual integrity of minors 

are among the most serious crimes [1, p. 46]. The 
relevance of this problem is emphasized by Russian 
researchers [2, p. 81; 3, p.58; 4, p. 211; 5, p. 69] and 
foreign researchers [6, 7, 8]. The Organization for 
Economic Cooperation and Development has identified 
the following Internet risks for children such as: 
content risks it is risks associated with pornographic 
and racist content and contact risks associated with 
involving a child in sexual crimes [9, p.35]. 

Analysis of statistical indicators of the number 
of crimes against sexual integrity and sexual freedom 
of minors shows an annual increase. In 2012, gaps in 
the definition of responsibility for acts against minors 
committed on the Internet and in social networks were 
partially eliminated. Despite the changes, there are still 
problems of committing crimes through the Web[10, p. 
9], such as child trafficking, distribution of malicious 
content[11, p. 56], sexual harassment on the 
Internet[12, p. 20; 13, p.100], the formation of social 
networks of "death groups" [14, p. 8, 15, p. 55], 
conducting entertainment events of a pornographic 
nature on the Internet[16, p. 45, 17, p. 119], Internet 
exploitation of children[18, p. 3,4], evaluation of e-mail 
addresses, etc. evidence of acts committed online[19, 
p. 259; 20, p. 120]. 

Traumas of the child's psyche after sexual 
abuse [21, p. 1] make it necessary to study this 
problem[22; 23, p. 145; 24, p. 1-2]. Internet service 
providers, as information intermediaries, ensure the 
organization of emerging relationships. Understanding 
this encourages governments and legislators to 
develop a system for countering crime, giving Internet 
service providers additional legal tools. 

The Art. attempts to answer the following 
questions: is the use of image and text recognition 
technologies by providers effective as tools for 
countering crimes against the sexual integrity of 
minors committed on the Internet, as well as whether 
indecent acts committed using Internet technologies 
fall within the scope of Art. 135 of the Criminal Code of 
the Russian Federation. 

2. Indecent acts committed with the help of 
Internet technologies 

The Web is preparing to commit a crime [25, 

p.180; 26, p. 2923; 27, p. 108] and there are 
more and more of them. Researchers disagree 
about negative Internet impacts[28, 29]. The 
features of committing sexual acts are 
discussed, such as the age of the child and the 
age difference between the child and the 
offender[30], touching the child or their 
absence[31] , only viewing pornography[32], 
whether the child knows the criminal[33; 34; 35; 
36]. 

Analysis of court decisions allows us to 
conclude that such actions are qualified under 
Art. 135 of the Criminal Code of the Russian 
Federation, which establishes criminal liability 
for indecent sexual acts against minors without 
the use of violence, as well as under Art.242.1 of 
the Criminal Code of the Russian Federation, 
which provides for criminal liability for the 
production and trafficking of materials or 
objects with pornographic images of minors. 

However, can violence be carried out 
online? 

Since the Criminal Code of the Russian 
Federation does not disclose the concept of 
"violence", let us turn to the Plenum of the 
Supreme Court of the Russian Federation, 
which, under the threat of using violence in the 
commission of a crime under para "a" of Part 2 
of Art. 282 of the Criminal Code, understands 
"statements or other actions expressing the 
intention of the perpetrator to use any physical 
violence against the victim" (para 9). "Violence 
in Art. 131 and Art. 132 of the Criminal Code of 
the Russian Federation should be understood as 
both dangerous and non-life-or health-
threatening violence, including beatings or other 
violent acts related to causing physical pain to 
the victim or restricting his freedom". 

The Decree of the President of the 
Russian Federation "On approval of the Charter 
of the Military Police of the Armed Forces of the 
Russian Federation and Amendments to Certain 
Acts of the President of the Russian Federation" 
defines violence as one of the forms of "cruel or 
degrading treatment" (item 201). 

Thus, it can be concluded that in 
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accordance with the legislation of the Russian 
Federation, violence can take the form of physical or 
mental impact on a person. For the commission of 
mental violence, it does not matter whether the 
perpetrator is near the victim or not, especially if we 
are talking about a minor whose psyche is mobile. 
Thus, violence can also be implemented on the 
Internet. 

Criminals are well versed in the technique of 
psychological influence [37], posting information both 
in social networks and sending it directly to minors, 
they use slogans and visualize them[38, p.13; 39]. The 
Plenum of the Supreme Court of the Russian 
Federation considers that indecent acts "can also be 
recognized as such actions in which there was no direct 
physical contact with the victim's body, including 
actions committed using the Internet or other 
information and telecommunications networks." 

So, we can conclude that Art. 135 of the 
Criminal Code of the Russian Federation can be applied 
to a person who commits indecent acts on the 
Internet, despite the absence of direct mention of the 
Internet as a qualifying feature in Art. 135 of the 
Criminal Code of the Russian Federation. However, 
scientists propose to supplement Art. 135.1 of the 
Criminal Code of the Russian Federation, the 
composition of which is defined as "harassment of a 
minor for sexual purposes", which qualifies a sign as 
sexual harassment by an adult to a minor using the 
Internet [3, p.55]. 

Since the criminal has been conducting 
correspondence with a minor for several months, using 
certain terminology, videos, and photos, the question 
is natural – can Internet technologies prevent such a 
long communication, as well as recognize indecent 
actions and materials accompanying them? 

3. Information technologies for crime 
prevention 

Information posted on the Web stays there 
forever. Accordingly, pornographic materials sent by 
the criminal to the victim are stored by hosting 
providers, telecom operators and other information 
intermediaries. In accordance with clause 12 of the 
Rules of interaction between telecom operators and 
authorized state bodies engaged in operational search 
activities, a telecom operator must store information 
about subscribers and their switching within three 
years on the territory of the Russian Federation. 

According to Art. 64 Federal Law "On 
Communications" telecom operators are 
required to store information about messages 
from users of communication services for three 
years from the date of completion of such 
actions. Text messages of users of 
communication services and other messages 
should be stored by telecom operators for up to 
six months. Art. 10.1 of the Federal Law "On 
Information, Information Technologies and 
Information Protection "(hereinafter referred to 
as the Law "On Information") provides for 
similar obligations of the organizer of 
information dissemination on the Internet. 

Since information on the Web remains 
forever and is stored by Internet service 
providers for six months to three years, the 
legislator should oblige Internet service 
providers to use image recognition technologies 
and filtering programs, working ahead of time, 
although it must be recognized that this is not 
possible in all cases [40, p.19]. Mandatory use of 
such technologies is provided only for 
educational organizations on school computers. 
For example, the Federal Law "On the 
Protection of Children from Information harmful 
to their health and Development" does not 
contain such requirements for Internet service 
providers. In order for filtering to be mandatory 
for all Internet service providers, it is necessary 
to fix this requirement at the legislative level. 

The owner of a social network is 
required to use a different technology – 
information monitoring; other Internet service 
providers are not required to do so. 

4. Can Internet intermediaries 
"intercept" illegal information? 

On the one hand, the information 
transmitted from user to user over the Network 
is related to personal data, since it relates 
"directly or indirectly to a specific or identifiable 
individual" (Part 1 of Art. 3 of the Federal Law 
"On Personal Data"). For example, in compliance 
with confidentiality requirements, the hosting 
provider refused to disclose information about 
the person who placed the ad on the site. The 
ECHR confirmed the legality of these actions [41, 
p. 192]. On the other hand, no one has the right 
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to believe that the transmitted information is 
prohibited for distribution in advance. It is only 
possible to determine the essence of its content after 
obtaining access to the information on a legal basis. 

It is impossible to ensure interception of 
transmitted information in the Web, since the TCP / IP 
protocol transmits information over the Internet in 
small data packets, in which it is impossible to 
recognize and evaluate the content of the transmitted 
information [42, p. 0472]. 

However, the same TCP / IP protocol collects 
information as a whole from the recipient of 
information, the content of which can already be 
evaluated. Various legal and technical tools are used to 
evaluate content without violating confidentiality 
requirements. Technical tools, for example, include 
artificial intelligence (AI) recognition technologies for 
images and symbols, which the People's Republic of 
China actively uses [43, p. 46]. AI, without identifying a 
person, recognizes the potential harmfulness of 
information that must be confirmed by a human AI 
operator. Only if this fact is confirmed, a link is 
established between the sender and users of this 
information in order to determine the identity of 
criminals. Since trafficking in pornographic materials is 
a crime if it is carried out for the purposes specified in 
Art. 242.1 of the Criminal Code of the Russian 
Federation. 

Most states use such a tool to restrict the 
turnover of obscene materials as blocking the IP 
addresses of sites that host such material. Among 
them are Russia, Great Britain, France, and Germany 
[44, p. 35]. 

Russian judicial practice looks at downloading 
child pornography in a slightly different way. Thus, the 
Supreme Court of the Russian Federation determined 
that the fact that a citizen was aware that 
pornographic files were downloaded to his computer, 
which could have been available for download through 
a file exchange network to other users, cannot indicate 
that the convicted person intended to distribute them, 
since they were already distributed on the Internet and 
were freely available. Although the lower courts found 
the citizen guilty of committing a crime under Para "a", 
"d" of part 2 of Art. 242 of the Criminal Code of the 
Russian Federation, because he, using his personal 
computer, copied pornographic images of minors into 
a file-sharing program that allows downloading, 

sharing files, and providing access to them to an 
unlimited number of users1.  

In this example, the provider cannot 
track the information sent by the user, because 
the exchange is carried out through a file 
exchanger. Providers that store user information 
and provide access to it can monitor and filter 
the information. Although, scientists believe 
that these actions have drawbacks, for example, 
the lack of transparency in the operation of such 
technologies [45], guarantees that exclude the 
responsibility of Internet intermediaries in 
certain cases, and the risks of excessive removal 
of illegal content [46]. 

In addition, filtering algorithms can 
make mistakes when recognizing legitimate text 
as illegal, since existing algorithms have not yet 
developed to the level of human intelligence 
and cannot determine the essence of the text 
content. 

Konovalov N. N. believes that "Russian 
judicial practice recognizes materials or objects 
containing nude minors as pornographic only in 
cases where the delinquent's sexual interest is 
established" [47, p. 16]. It is difficult to agree 
with the author's opinion, Art. 242.1 of the 
Criminal Code of the Russian Federation refers 
to crimes "manufacturing, acquiring, storing and 
(or) moving across the State Border of the 
Russian Federation for the purpose of 
distributing, publicly demonstrating or 
advertising, or distributing, publicly 
demonstrating or advertising materials or 
objects with pornographic images of minors". In 
other words, the Art. of the Criminal Law clearly 

                                                             
1 Cassation ruling of the Judicial Board for Criminal 
Cases of the Supreme Court of the Russian 
Federation dated 10.07.2019 No. 16-UD19-7 
Verdict: According to paragraphs "a", "d", Part 2 of 
Art. 242.1 of the Criminal Code of the Russian 
Federation for possession for the purpose of 
distributing materials with pornographic images of 
minors. Definition of the Supreme Court of the 
Russian Federation: Judicial acts have been 
canceled, the criminal case has been terminated 
due to the absence of corpus delict in the act, the 
right to rehabilitation has been recognized. Bulletin 
of the Supreme Court of the Russian Federation. 
2020. № 6. 
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identifies the purpose of the criminal's actions. As 
noted by Makarov A.V. and Zhukova M.V., in the 
absence of a goal, a person cannot be brought to 
criminal responsibility for this crime [45, p. 44]. 

All these examples once again prove the 
complexity of automating the assessment of the 
content of information distributed on the Internet. 

Under such circumstances, social networks that 
are hosting providers should have legal tools for self-
regulation of information distributed in their networks. 
To solve this problem, in 2020 the Law "On 
Information" includes Art. 10.6, which contains the 
obligation of the owner of a social network to 
moderate content in order to identify, among other 
things, materials with pornographic images of minors 
or ads about attracting minors as performers of 
pornographic activities (Para “a”and “e” of Part 5 of 
Art. 10.6 of the Law "On Information"). 

For other hosting providers, for example, the 
owner of an audio-visual service, a news aggregator, or 
an organizer of information distribution on the Web, 
the obligation to monitor information is not provided. 
Roskomnadzor independently monitors information on 
the Internet sites of these providers. 

The requirement to monitor information, for 
example, is provided for by the legislation of Florida 
and Georgia [48, p. 79]. 

5. Conclusion 
The study showed that the norms of criminal 

law aimed at preventing crimes related to the sexual 
integrity of minors are also applicable to acts 
committed on the Internet. Violence on the Internet 
can take the form of physical or mental impact on a 
person. Committing indecent acts is also possible 
online, despite the lack of direct physical contact with 
the victim's body. 

The capabilities of hosting providers, such as owners 
of an audio-visual service, news aggregators and 
organizers of information distribution on the Web in 
the field of information monitoring remained unused. 
The requirement set by the Law "On Information" for 
owners of social networks to monitor the information 
disseminated by their users is the first step taken 
towards reducing the volume of prohibited content 
posted on the Web. However, the requirements for 
the use of image and text recognition technologies by 
Internet service providers remain outside the limits. 
Having formed a system of requirements for providers 

of various levels on the use of information 
filtering and monitoring technologies, taking 
into account that the responsibility for 
monitoring information is already assigned to 
Roskomnazdor, you can significantly 
complicate the distribution of information 
harmful to children over the Web and thereby 
protect them on the Internet. 
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